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Police State, U.S.A.

CHRISTOPHER J. COYNE AND YULIYA YATSYSHINA

“ Emergencies” have always been the pretext on which the safeguards of individ-
ual liberty have been eroded—and once they are suspended it is not difficult 
for anyone who has assumed such emergency powers to see to it that the emer-
gency will persist.
 —F. A. Hayek, Law, Legislation, and Liberty, vol. 3: The Political Order of 
a Free People

Police states are typically defined by certain general characteristics—a highly cen-
tralized form of authoritarian government with few, if any, constraints, the prevalence 
of the state in all areas of socioeconomic life, corrupt elections, a state surveillance 
apparatus, misinformation operations, arbitrary detention without trial, a militarized 
domestic police force employed for social control, efforts to silence or censor dissent and 
the media, and a lack of respect for civil liberties and human rights.1 Standard exam-
ples of police states include Italy under Benito Mussolini (1922–43), Germany under 
Adolph Hitler (1933–45), the Soviet Union under Joseph Stalin (1927–53), and North 
Korea under Kim Il-sung (1948–94), Kim Jong-il (1994–2011), and Kim Jong-un  
(2011–present). Although these governments represent many of the salient features of 
a police state, the concept is applicable beyond the most egregious totalitarian states.

Real-world governments exist on a multidimensional continuum ranging from 
a perfectly protective state, where full rights are protected, to an entirely uncon-
strained predatory state (Marx 2014, 2062). This suggests that the notion of a 
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1. The term police state has evolved over time. For a detailed history, see Chapman 1970.
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police state is better understood as a marginal rather than an “either–or” concept.  
“There is no strict tipping point or threshold that directly determines whether a nation 
can be considered as a police state per se; that is, there are degrees of being a police 
state depending on the governance dimension under examination” (Kurian 2011, 
1217). From this perspective, all governments are potential police states, and govern-
ments can adopt police-state characteristics on some margins but not on others.

Constitutionally constrained democracies are no exception, as demonstrated 
by America’s experience with the U.S. government’s “war on terror” after the ter-
rorist attacks on September 11, 2001 (9/11). In the wake of the attacks, the U.S. 
government expanded its domestic police powers on the grounds of protecting the 
person, property, and liberties of U.S. citizens. Many of these expanded police-state 
powers persist today, two decades after the initial attacks. In this paper we explore 
how a constitutionally constrained democratic government can take on police-state 
powers that sustain themselves over time. We then catalog some police-state powers 
implemented in the United States after the 9/11 attacks that remain in effect today.

We contribute to three strands of literature. The first is the literature in consti-
tutional political economy, which asks whether and how government can be simul-
taneously empowered to be protective and productive yet constrained so as not to 
abuse those powers (see Brennan and Buchanan 1985; Gordon 2002; Coyne 2018). 
The second is the scholarship on “low” and “high” policing. Low policing is regu-
lar law enforcement aimed at protecting individuals, whereas high policing is intel-
ligence-led policing aimed at protecting the state itself (see Brodeur 1983; Marx 
2014). High policing poses a challenge for free societies because state power meant 
to protect the citizenry can be used to further the higher interests of those constitut-
ing “the state,” independent of the interests of the populace. Finally, we contribute 
to the literature on crisis and government growth (see Higgs 1987), especially in the 
context of national emergencies and the war on terror (Higgs 2004, 2005, 2007, 
2012; Posner and Vermeule 2007; Unger 2012). Our analysis contributes to these 
categories of literature by exploring how the U.S. government’s response to the 9/11 
attacks resulted in lasting expansions in police-state powers.

From Protective State to Police State

The Protective State and the Security–Liberty Trade-off

To understand how a constitutionally constrained government can increasingly adopt 
the characteristics and behaviors of a police state, we begin with an ideal protective 
state that protects the core rights of citizens. This involves the provision of contract 
enforcement and the provision of security against internal and external threats. Within 
this framework, the protective state is a purely liberty-enhancing apparatus. It assumes 
that mechanisms exist to select the appropriate mix of state-provided security to ensure 
that rights are adequately protected and to protect against abuses of power.
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This logic underpins the trade-off model (illustrated in figure 1) discussed in 
the context of the emergency powers of the state and applied to the U.S. govern-
ment’s war on terror (see Posner and Vermeule 2007). In this framework, there is 
a straightforward trade-off between citizens’ security and citizens’ liberty, which 
are presented as aggregate categories. The state increases citizens’ security against 
threats by adopting police-state characteristics, which result in reductions in citizens’ 
liberty (the move from point A to point B in figure 1). It is assumed that as threats 
increase, so too does the benefit of more security and less liberty for citizens. “The 
problem from the social point of view is to optimize: to choose the joint level of lib-
erty and security that maximizes the aggregate welfare of the population” (Posner 
and Vermeule 2007, 22).2

In this model, well-functioning political institutions address threats by 
increasing security and reducing citizen liberty to increase social welfare. “As 
threats increase, the value of security increases; a rational and well-motivated gov-
ernment will then trade-off some losses in liberty for greater gains in increased 
security” (Posner and Vermeule 2007, 27). As threats subside, the value of  

2. Situations in which governments adopt policies that generate less security and liberty, compared to 
alternative policy choices, would be represented in figure 1 by a point below the security–liberty frontier. 
A government that provides little security or liberty to citizens—for example, North Korea—would be 
located somewhere near the origin of the graph.

Figure 1.
The Security–Liberty Trade-off Frontier
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liberty, relative to security, increases, and there is movement down the frontier 
(back toward point A).

Under this ideal protective state, the point selected on the frontier will effec-
tively balance liberty and security of threats to maximize citizen welfare. “Officials 
do not systematically act as agents either for a majority or for a minority. Rather, the 
government impartially maximizes the welfare of all whose interests and preferences 
should count” (Posner and Vermeule 2007, 30). From this perspective, government 
actors engage in more police-state activities only where it is in the interest of citizens’ 
aggregate security.

However, in this model these expansions in state power are not sticky or perma-
nent, and police-state powers contract as the benefits of citizen security, relative to 
liberty, fall. Errors and political opportunism in the security–liberty balance are cor-
rected through political checks and balances—for example, congressional oversight, 
judicial review, citizen voting—such that there are no persistent and systematic pol-
icy errors or abuses of police-state powers. The result is that the police-state powers 
adopted tend toward efficiency, emerging and persisting only where they effectively 
secure the core rights of citizens.

The Political Economy of Police-State Powers

The trade-off model assumes that policy makers (1) possess the requisite knowledge 
to maximize social welfare by selecting the optimal security–liberty bundle and (2) 
face appropriate incentives to adopt welfare-maximizing policies and to minimize 
policy errors related to police-state powers. However, numerous frictions in real-
world politics call these presuppositions into question.

In principle, a social welfare function ranks alternative states of the world, 
allowing an analyst to consider the multiplicity of people’s ends and to determine 
the best allocation of resources to maximize societal welfare. However, as James 
Buchanan notes, this assumes that individual utilities are given and known to the 
analyst (1954, 121–22). The issue is that individual valuations are subjective—that 
is, in the mind of the chooser—and, in contrast to being fixed and given, emerge and 
evolve only through the process of experiencing life (Buchanan 1959, 1969, 1979). 
This goes for security, too, which is a highly individualized and subjective concept 
consisting of many heterogeneous margins.

Thus, even the most benevolent analyst “must remain fundamentally ignorant 
concerning the actual ranking of alternatives until and unless that ranking is revealed 
by the overt action of the individual in choosing” (Buchanan 1959, 126). Given 
the inability to construct a genuine social welfare function, no optimal aggregate 
security–liberty mix can be known to policy makers as if they are benevolent social 
planners exogenous to the system they act upon. Instead, they must impose their 
valuations and judgments on members of society.
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The specific policies that constitute the security–liberty mix are not designed 
and implemented in a vacuum but rather through imperfect political processes. Public 
choice scholars have identified numerous frictions in democratic politics. Voters’ incen-
tive to be informed is weak due to the small impact of a single vote. Even for voters 
who wish to be informed, the operations of the national-security state are shrouded in 
secrecy and have only opaque connections to actual outcomes (see Coyne, Goodman, 
and Hall 2019). This secrecy weakens the ability of even the most willing voter to be 
informed in a manner that can check abuses by police-state powers.

Congressional oversight is also limited (Coyne 2018; Coyne and Hall 2018, 
58). Members of Congress are reliant on members of the security state—which they 
are tasked with overseeing—for information involved in the oversight process. This 
reliance allows those in the national-security state to take advantage of their monop-
oly control of information flows. Key members of the national-security state are not 
subject to oversight. For example, the position of national security adviser was cre-
ated in 1953 as a senior aide to the U.S. president. This position, which has signifi-
cant influence over national security, does not fall under the purview of congressional 
confirmation or oversight.

Many members of Congress have limited interest in understanding the nuances 
and operations of the national-security state given the various demands on their time 
related to other policy issues that affect their constituents. Even for those who are 
focused on matters of national security, understanding the contours and nuances of 
the enormous national-security labyrinth is a near-impossible task. Another issue is 
that members of congressional oversight committees often have an incentive to see 
the national-security state persist and expand (see Bamford 2013). Finally, because 
individual voters have a weak incentive and ability to gather information on the 
operations of the security state, they are unlikely to pressure their representatives to 
closely monitor government activities in the area of police-state powers.

Judicial review also suffers from frictions as a check on police-state powers 
(Coyne, 2018; Coyne and Hall 2018, 59–60). As Edward Corwin argues, “[During] 
war the Court necessarily loses some part of its normal freedom of decision and 
becomes assimilated, like the rest of society, to the mechanism of national defense” 
(1947, 177). The alignment of courts with the other branches of government during 
war weakens judicial review as a means of checking state power, as suggested in the 
security–liberty trade-off model. This is especially relevant in the case of open-ended 
wars, such as the U.S. government’s war on terror, with no clearly defined objectives 
or indicators of victory, because it suggests that the courts’ ability to check the police 
state can be weakened for significant periods of time. Even outside times of war, 
there are reasons that members of the judiciary may be biased toward maintaining 
and expanding the security state. “Judicial nominees often come from the ranks of 
prosecutors, law enforcement, and national security officials, and they have often 
participated in the same sorts of activities the lawfulness of which they will later be 
asked to adjudicate” (Glennon 2015, 40).
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Police-state activities are carried out through a massive convoluted bureaucracy 
(see Priest and Arkin 2011). As police-state powers expand, so too do the scale and 
scope of existing or new government agencies. Once bureaus have expanded powers, 
they have an incentive to maintain and expand those powers even after emergencies 
end. After a bureau’s culture and priorities are established, they tend to be sticky 
and difficult to change. Together, these dynamics work in favor of maintaining 
and expanding police-state powers rather than divesting these powers once a threat 
subsides.

The security–liberty trade-off model suggests that once a threat subsides, soci-
ety can go back toward where it once was as the state divests its police powers (move-
ment from point B to point A in figure 1). However, state responses to national 
emergencies have real effects on the fabric of domestic life, effects that cannot simply 
be undone at will (see Higgs 1987, 2004, 2007, 2012). This means that when the 
divestiture of police-state powers occurs, the original version of point A will no lon-
ger be an option. Institutional residue from prior police-state activities will remain, 
as will the precedent for future expansions in state power. The police-state powers 
adopted by the U.S. government in the war on terror cannot simply be reversed at 
the flip of a switch. Ideologies, interests, and the citizen–civilian relationship have 
changed in ways that limit the ability to return to “how things were.”

The Post-9/11 U.S. Police State

The Surveillance State

The foundations of the U.S. government’s surveillance state were established in the 
early twentieth century and expanded over time, with the U.S. government increas-
ingly adopting police-state characteristics (see Coyne and Hall 2018, 71–95). In the 
1970s, the Church Committee, which investigated systematic abuses by the intelli-
gence community, noted that “virtually every element of our society has been sub-
jected to excessive government-ordered intelligence inquiries” and that “this extreme 
breadth of intelligence activity is inconsistent with the principles of our Constitution 
which protect the rights of speech, political activity, and privacy against unjustified 
governmental intrusion” (U.S. Senate Select Committee 1976, 169).

The war on terror set the stage for further expansions in the surveillance pow-
ers of the U.S. police state. Less than two months after the September 11 attacks, 
Congress passed the USA PATRIOT Act, which expanded the government’s legal 
domestic-surveillance capabilities (see Granick 2007; American Civil Liberties Union 
[ACLU] n.d.c). This included expansions in the government’s ability to review 
recorded information held by third parties (Section 215) and to search private prop-
erty without alerting the owner (Section 213). It also weakened Fourth Amendment 
protections related to “trap and trace” searches, whereby incoming phone calls to 
a number are captured (Section 214), and to the collection and sharing of foreign  
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intelligence information (Section 218). As extensive as these powers are, the 
PATRIOT Act was not the only expansion in state surveillance.

In the wake of the attacks, President George W. Bush also issued an order to 
ease the constraints imposed by the Foreign Intelligence Surveillance Act of 1978 
on the National Security Agency (NSA). This executive order allowed the agency 
to execute warrantless searches of American citizens’ emails and phone calls (Risen 
and Lichtblau 2005; Donohue 2008, 244–45). In 2008, Congress voted to formally 
authorize these powers and further expanded the NSA’s ability to engage in surveil-
lance activities (Lichtblau and Risen 2009a, 2009b).

The Department of Defense (DoD) partnered with the Defense Advanced 
Research Projects Agency (DARPA) on the Total Information Awareness program. 
Based on the idea of “predictive policing,” this program gathered information—
phone, bank, medical, and travel records—on Americans in the hopes of identifying 
terrorists (see Markoff 2002; Pontin 2006; Harris 2012, 2013).

There is a long history of the U.S. government abusing its surveillance power 
to monitor antiwar and civil rights groups (e.g., COINTELPRO in the 1950s and 
Projects CHAOS, MERRIMAC, and RESISTANCE in the 1960s). This abuse 
continued in the wake of the 9/11 attacks with government efforts to collect data 
on and actively infiltrate antiwar and political groups, even though there was no 
evidence these groups posed a terrorist threat. These efforts included a secretive 
agency within the DoD, the Counterintelligence Field Activity Agency, that main-
tained a database of information on domestic organizations and political activities 
in order to protect against “potential terrorist threats” (ACLU 2007, 1; Donohue 
2008, 245).

Another expansion in surveillance-state powers was the partnership between 
the DoD and the FBI to issue national-security letters (NSLs) (ACLU 2008;  
Donohue 2008, 248). NSLs are administrative subpoenas that do not require judi-
cial review and approval and allow government agencies to access private information 
in the name of national security. Before the 9/11 attacks, the FBI had broader NSL 
powers than the DoD. The FBI’s powers in this area were further expanded under 
the PATRIOT Act. The partnership between the two agencies allowed the DoD to 
circumvent the tighter constraints on its surveillance powers. It was also revealed that 
the CIA was also issuing NSLs, which raised concerns of violations of the agency’s 
charter, wherein the agency is prohibited from engaging in law enforcement and 
domestic-security functions (Lichtblau and Mazzetti 2007).

This is only a sample of the expansion of police-state surveillance powers follow-
ing the 9/11 attacks. After several extensions and reauthorizations, the PATRIOT 
Act expired in March 2020. But the U.S. surveillance state did not return to its pre-
9/11 form. The underlying apparatus, which was expansive even before the attacks, 
is still in place. Many of the surveillance activities and programs outside of the 
PATRIOT Act still exist in expanded form. Although the PATRIOT Act expired, its 
spirit is alive and well.
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Key provisions that allow for surveillance were included in the USA Freedom 
Act, which was passed in 2015 and reauthorized in 2020. The expiration clause of 
the PATRIOT Act permits intelligence agencies to continue ongoing investigations 
under Section 215, even with the law’s expiration. Just as the war on terror is broad 
and open-ended, so too is the nature of its ongoing investigations, which creates 
space for the intelligence agencies to continue to engage in PATRIOT Act–related 
activities (Savage 2020). Overall, “[a]lthough other leaders may have created more 
oppressive spying regimes, none has come close to constructing one of equivalent 
size, breadth, cost, and intrusiveness” of the U.S. surveillance state (Bamford 2016).

Militarized Police

The militarization of police—whereby domestic police adopt the technologies, meth-
ods, and attitudes of the military—has been occurring in America for decades (Hall 
and Coyne 2013; Balko 2014; Coyne and Hall 2018, 96–119). SWAT (special weap-
ons and tactics) teams, which employ military tactics and equipment, were intro-
duced in Los Angeles in the 1960s and spread throughout the country with the onset 
of the “war on drugs” in the 1970s. In response to the violence resulting from drug 
prohibition, the federal government established a number of programs—the Military 
Cooperation with Law Enforcement Act of 1981, the 1208 Program in 1990, the 
1122 Program in 1994, and the 1033 Program in 1997—to transfer surplus military 
equipment from the DoD to state and local police.

The purview of the 1122 and 1033 Programs was expanded to include not just 
drug interdiction but also efforts to combat terrorism. According to one estimate, 
since 9/11 the U.S. DoD has transferred $1.6 billion worth of excess equipment to 
law enforcement agencies (Katzenstein 2020, 8). Local and state police departments 
have received aircraft, bayonets, night-vision sniper scopes, tactical and camouflage 
gear, ambush-protected vehicles, rifles, and grenade launchers, among other military 
equipment (Rezvani et al. 2014).

Through time, the nature of domestic policing shifted from “protect and serve” 
(peace officers) to combating an enemy that needed to be defeated and eradicated—
that is, to soldiering (Balko 2014). “The most serious consequence of the rapid mili-
tarization of American police forces, however, is the subtle evolution in the mentality 
of the ‘men in blue’ from ‘peace officer’ to soldier … . [W]hen police officers are 
dressed like soldiers, armed like soldiers, and trained like soldiers, it’s not surprising 
that they are beginning to act like soldiers. And remember: a soldier’s main objective 
is to kill the enemy” (Rizer and Hartman 2011, emphasis in the original).

Policing at the state and local levels has become increasingly intertwined with 
the surveillance state. “Overall, state police are much more involved today than 
before Sept. 11 in building their state’s intelligence capabilities, conducting terror-
ism-related investigations and coordinating and planning for homeland security” 
(Council of State Governments 2006, 7).
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As part of the war on terror, the number of Joint Terrorism Task Forces (JTTFs), 
multiagency partnerships operated by the FBI and Department of Justice, increased 
from thirty-five before 9/11 to more than one hundred as of 2008 (Federal Bureau 
of Investigation 2008). Among other things, JTTFs, which include local, state, and 
national agencies, are intended to increase the efficiency of intelligence sharing and 
operations across levels of government. The result is centralization of state power as 
local and state police become integrated with the national police state.

State and local police also received military-grade surveillance equipment, as 
illustrated by the use of Stingrays, or “cell site simulators.” This technology allows 
the user to redirect cell phones into transmitting information, such as location and 
other identifiers. Originally developed for use by the military and intelligence com-
munities abroad, these devices are now in use within the United States by members 
of local law enforcement, who can use them to surveil the domestic population with 
little to no oversight (Joseph 2017).

Today, militarized police are engrained in American life. Although the Obama 
administration put some (marginal) restrictions on the transfer of military equip-
ment, those restrictions were removed by the Trump administration, which embraced 
a more expansive policy toward police-state powers in the name of “law and order.”

Civil Asset Forfeiture

Civil asset forfeiture is the process through which law enforcement seizes assets from 
someone suspected of illegal activity without having to charge that person with a 
crime (ACLU 2019). Civil asset forfeiture was employed during the Prohibition era 
(1920–1933) and in the 1970s to combat organized crime. Its application was broad-
ened under the war on drugs. The Comprehensive Crime Control Act of 1984 estab-
lished the Equitable Sharing Program, a profit-sharing arrangement between state 
and federal authorities regarding seized assets.

The goal was to encourage collaboration between state and federal agencies. 
The actual result, however, was to incentivize “policing for profit” due to the reve-
nue attached to seizing assets without having to pursue criminal charges and to the 
significant legal costs for property owners to challenge the seizure. Another perverse 
consequence was that the program allowed local police to circumvent state rules on 
asset forfeiture by working with federal authorities because federal law takes prece-
dent (Stillman 2013). In 2000, Congress passed the Civil Asset Forfeiture Reform 
Act (CAFRA), which raised the bar, albeit marginally, on federal prosecutors regard-
ing what they must prove to keep seized assets.

The war on terror reinvigorated and further expanded the use of civil asset for-
feiture. The PATRIOT Act removed CAFRA protections, making it easier to seize 
the property of anyone suspected of being associated with terror activity. According 
to one analysis, there were “61,998 cash seizures made on highways and elsewhere 
since 9/11 without search warrants or indictments through the Equitable Sharing 
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Program, totaling more than $2.5 billion” (Sallah, O’Harrow, and Rich 2014). 
These expanded police-state powers impose high personal and professional costs on 
many innocent people. “[S]tate laws designed to go after high-flying crime lords are 
routinely targeting the workaday homes, cars, cash savings, and other belongings of 
innocent people who are never charged with a crime” (Stillman 2013).

In 2015, U.S. attorney general Eric Holder, seeking to address perverse incen-
tives and to limit abuses, placed restrictions on the Equitable Sharing Program, but 
then U.S. attorney general Loretta Lynch removed those restrictions in 2016, rein-
stating the program and the associated police-state powers.

Expanded Border Patrol

In March 2003, the U.S. Customs and Border Patrol (CBP) was established as part 
of the newly created Department of Homeland Security.3 The mission of CBP, one 
of the country’s largest law enforcement agencies (60,000 employees, $20 billion 
annual budget), is to protect American borders. CBP’s reach into American society 
is expansive because the legal definition of “the border” includes up to one hundred 
air miles from any boundary (land or coastal). About two-thirds of Americans thus 
live within what is defined as the border area. Within twenty-five miles of the border, 
CBP agents can enter private land, but not dwellings, without a warrant or the land-
owner’s permission (Miller 2014; del Bosque 2018; ACLU n.d.a).

Although there are laws meant to limit abuses, “[i]n practice, Border Patrol 
agents routinely ignore or misunderstand the limits of their legal authority, violating 
the constitutional rights of innocent people. Although the 100-mile border zone is not 
literally ‘Constitution-free,’ CBP frequently acts like it is” (ACLU n.d.a). John Tom-
sheck, former chief of internal affairs with the CPB, noted that the “Border Patrol has 
a self-identity of a paramilitary border security force and not that of a law enforcement 
organization” and acts with a culture of impunity from constitutional constraints (qtd. 
in Becker 2014). The broad legal definition of what constitutes the border means that 
a majority of Americans are subject to the CPB’s expansive, “extraconstitutional” pow-
ers. “The Fourth Amendment of the Constitution protects citizens from ‘unreason-
able searches and seizures,’ but CBP operates with wide discretion, often using alerts 
from dogs as a reason to pull people aside for secondary inspection” (del Bosque 2018).

The CBP’s vast operations are part of the national surveillance state. The CBP 
employs advanced technologies to monitor and track individuals inside American 
borders, including the use of drones in American airspace; “virtual walls,” which 
rely on surveillance technologies to monitor people in border areas; and the Auto-
mated Targeting System, which aggregates data on travelers and assigns an aggre-
gate “risk-assessment” score to the danger posed by those entering and exiting the 

3. The creation of the CBP combined employees from the Immigration and Naturalization Service, the 
Customs Service, and the Animal and Plant Health Inspection Service.
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country (see Coyne and Hall 2018, 120–37; Coyne and Goodman 2020). These 
surveillance tactics involve “the warehousing of staggering amounts of personal 
information in the digital databases that have ushered in the Post-Constitutional 
Era,” where lasting expansions in police-state powers come at the expense of the legal 
protections of private persons (Miller 2014).

No-Fly List

The No-Fly List is a list of people who are either banned from boarding commercial 
aircraft or subject to additional scrutiny. In the wake of the 9/11 attacks, the U.S. gov-
ernment created two main lists—the No-Fly List, which included banned travelers, and 
a Selectee List, which included travelers subject to additional screenings. The number of 
people on the two combined lists grew from around 1,000 in 2002 to more than 70,000 
in 2005 (Donohue 2008, 254). The reasons for inclusion on the lists are kept secret, 
and ordinary Americans may end up on them without knowing why or when they were 
added or how to challenge and reverse the decision (McIntire 2010). These lists are com-
plemented by the Transportation Security Administration’s Secure Flight system, which 
collects identifying information on passengers and runs it against the watchlists.4

Among the central issues with this system are that “[i]t is not at all clear who 
runs the lists, how the information gets entered, who verifies it, what the criteria are 
for inclusion, and how the information is used subsequently” (Donohue 2008, 256). 
There are also privacy issues. “In July 2005, government auditors alleged that—in 
violation of existing privacy laws—Secure Flight held information on 43,000 peo-
ple who were not suspected of terrorism” (Donohue 2008, 256). Finally, there are 
due-process issues. The No-Fly List and Secure Flight system are a form of precrime 
profiling, and their structure “shifts the burden of proof onto anyone wishing to 
travel: a traveler first has to prove that he or she is not the individual sought” (Dono-
hue 2008, 256). The result is that “[i]nnocent victims are unable to face their accus-
ers—the source of the information that has made them a target—unable to see that 
information, or the criteria by which it was judged, and have no meaningful way to 
appeal their status” (ACLU n.d.b). These government initiatives deprive ordinary 
people of their right to travel freely and expand state power in clandestine ways that 
are insulated from checks against abuses of due process.

Material-Witness Law

A material witness is a person who is believed to possess information that is crucial 
(material) to a criminal proceeding. Prior to 9/11, Congress authorized the arrest 
of witnesses unwilling to testify, but this authorization also included restrictions on 

4. Secure Flight was the successor to the Computer-Assisted Passenger Prescreening System.
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jailing and indicated a preference for depositions instead of court testimony (ACLU 
2005, 11). However, after the 9/11 attacks, the Justice Department expanded the use 
of the law to incarcerate people it wished to investigate but could not charge with a 
crime (Human Rights Watch 2005; Liptak 2011).

The ACLU concluded that “after extensive investigation, we are not aware of 
a single instance in which a court has denied a government application for a mate-
rial witness warrant related to the post-September 11 investigation” (2005, 45). 
The application of the law since the 9/11 attacks produced numerous instances of 
people being jailed without due process while the government evaded the require-
ment of demonstrating probable cause. The result is that “individuals who have 
not committed any crime themselves may nonetheless be detained for extended 
periods of time. They stand in legal limbo. As alleged witnesses to other people’s 
crimes, they can be detained until after the criminal justice system is done with 
them. They are subject to deprivations of their liberty, even though they have  
not committed a crime. They are detained because, even though they may not  
be a risk to society, they know about someone else who may be. They are 
held because it strategically benefits the government to have them in custody”  
(Levenson 2002, 1221).

The post-9/11 material-witness law, which remains in place, eroded the safe-
guard of judicial review while establishing another avenue for expanded police-state 
powers and permanent erosions of individual freedom. “We generally presume that 
individuals have a choice to conform their conduct to the law. Thus, we do not crim-
inalize thought or intentions, but only actions… . To lock up a human being on the 
prediction that he will undertake dangerous and illegal action if left free is, in an 
important sense, to deny his autonomy” (Cole 2009, 696).

Conclusion

As William Graham Sumner noted, “[I]t is not possible to experiment with a society 
and just drop the experiment whenever we choose. The experiment enters into the 
life of society and never can be got out again” (1934, 473). This is certainly the case 
with post-9/11 expansions in police-state powers. These expansions include global 
surveillance, the importation of military equipment and techniques into domestic 
policing, the erosion of due process, and the weakening of private people’s rights over 
their person and property. Government programs tend to take on a life of their own, 
and the war on terror is no different.

In the wake of the killing of George Floyd in May 2020, there were protests 
against police brutality throughout the country. Protestors were monitored through 
aerial surveillance, and a range of military-grade equipment was deployed (Kan-
no-Youngs 2020; Lehren et al. 2020; McKinnon and Hackman 2020; Peskoe-Yang 
2020). More recently, in the wake of the Capitol Hill riot on January 6, 2021, there 
are calls for a “new” war on terror that focuses on domestic, homegrown threats. 
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The idea is a further expansion of the post-9/11 war on terror, as indicated by calls 
for the importation of counterinsurgency strategies used abroad in the war on ter-
ror into American life to combat domestic threats (see Kelly 2021). As this recent 
development makes clear, perhaps the lasting legacies of the war on terror are the 
entrenchment and expansion of Police State, U.S.A.
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