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Health and Human Services
“Privacy” Standards

The Coming Destruction of
American Medical Privacy

—————— ✦   ——————

CHARLOTTE TWIGHT

Federal privacy regulations issued by the Clinton administration on December
28, 2000, and adopted by the Bush administration on April 14, 2001, perpe-
trate a fraud on the American people, proclaiming privacy as their goal when

ever-wider access to individual medical records is their actual and intended effect. In
this article, I document the stark contrast between what Americans want and what
they are getting from the federal government with respect to medical privacy, exam-
ining how and why that incongruity emerged.

Recently, the high value that ordinary Americans place on medical privacy was
shown in a September 2000 Gallup poll sponsored by the Institute for Health Free-
dom, in which the respondents strongly opposed unauthorized access to medical
records. Seventy-eight percent regarded the protection of the confidentiality of their
medical records as “very important”; 91 percent opposed government-mandated med-
ical identification numbers; and 88 percent opposed storing patient medical records in
a national computerized database for use without the patient’s permission. Questioned
about who should be allowed to see individuals’ medical records without their consent,
92 percent of the respondents opposed access by government agencies, 88 percent by
law enforcers (“police or lawyers”), 95 percent by banks, 84 percent by employers, and
67 percent by medical researchers. Fully 95 percent agreed that doctors and hospitals
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should be required to obtain an individual’s permission before storing his medical
records in a national computerized database (Gallup Organization 2000).

Ironically, unbeknown to the majority of respondents, most of the threats to
medical privacy mentioned in the Gallup survey had already been either enacted into
law or proposed as part of regulatory efforts to implement existing law. Yet only 16
percent of those surveyed had heard of new federal laws and regulations changing the
rules regarding access to personal medical records, and 87 percent were not aware of
a “federal proposal to assign medical identification numbers, similar to a social secu-
rity number, to you and all other Americans to create a national database of medical
records” (Gallup Organization 2000, 8, 12–13).

However, the laws were already on the books, and their implementation was
accelerating. In April 2001, federal regulations adopted in the name of medical pri-
vacy further expanded access to individually identifiable medical records, without
patient permission, by some of the very groups whose unauthorized access Americans
most strongly oppose. How did this widely opposed result come about?

“Administrative Simplification” 
and the Erosion of Medical Privacy

The federal legislation underlying the new regulations is part of the Health Insurance
Portability and Accountability Act (HIPAA), commonly known as the Kennedy-
Kassebaum bill (Public Law 104-191, August 21, 1996). Enacted in 1996 with virtu-
ally no opposition, HIPAA seemed to foreshadow only good things—at least, it did so
if one listened only to government officials and to the popular press. Members of Con-
gress, the president, and the news media repeatedly emphasized HIPAA’s appealing
objectives, chief among them reduction of the “job lock” that tied many workers to
their existing employment for fear of losing insurance coverage if they switched jobs.

Prior to HIPAA’s passage, however, lawmakers and the press seldom told the
public about the act’s more ominous side—privacy-threatening provisions buried in a
section entitled “Administrative Simplification,” which included some of the most
feared elements of the rejected 1993 Clinton health security bill. Copied almost ver-
batim from the 1993 bill were HIPAA’s requirements for uniform electronic data-
bases of personal medical information nationwide and for the creation of a “unique
health identifier” for every American. The 1996 act empowered the federal govern-
ment, at its discretion, to require detailed information on what lawmakers called
“encounters” between doctors and patients. The secretary of the U.S. Department of
Health and Human Services (HHS) was to adopt standards to enable “health infor-
mation”—that is, everything a doctor, employer, university, or life insurer ever learns
about an individual—“to be exchanged electronically.” The legislation aimed to cre-
ate a “health information system” through the “establishment of standards and
requirements for the electronic transmission of certain health information” by med-
ical practitioners (Public Law 104-191, Title II). The issuance of privacy regulations
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to protect this new electronic flow of personally identifiable medical information was
not required until three and a half years after the passage of HIPAA.1 Yet dissent—or
even attention to these provisions—scarcely arose.

In the winter 1998 issue of The Independent Review, I analyzed HIPAA’s privacy-
threatening provisions and showed that provisions related to a medical ID number and
to an electronic database—along with broad new civil and criminal punishments poten-
tially applicable to honest doctors acting in the best interest of their patients—gained
passage by means of the same political tactics that had facilitated enactment of the origi-
nal Medicare law in 1965 (Twight 1998). Misrepresentation, the tying of unpopular
measures to popular ones, incrementalism, and other forms of political transaction-cost
manipulation were as instrumental in 1996 as they had been in 1965. It was emblematic
of these strategies that the electronic database and health-identifier provisions were
tucked in the back of the law under the rubric “administrative simplification.”

These statutory provisions have spawned an outpouring of new regulations that
will soon destroy our medical privacy. The same tactics that spawned Medicare and
HIPAA are being employed again in the regulatory implementation phase of HIPAA.

HIPAA Regulations:
Privacy and the Standardization of Medical Records

Congress did not formulate the medical privacy standards that took effect in
April 2001. Instead, it delegated that responsibility, along with other duties under
HIPAA, to HHS. Between 1996 and 2000, HHS released HIPAA-based regulatory
packages one by one: hundreds of pages of proposed rules, explanations of proposed
rules, responses to public comments on proposed rules, preliminary releases of final
rules, actual final rules, explanations of final rules, and much else. The HHS fine print
fills a stack of paper already more than nine inches high and still growing, unap-
proachable and surely indecipherable by the average citizen. But why should ordinary
people bother to read it anyway? Media and government sources continue to assert
the benign nature of the new regulations, which are said to promise cost savings
through database standardization along with protection of people’s medical privacy.
Why be concerned?

One reason for concern is that recent HHS regulations have created an architec-
ture for the standardization of our medical records that facilitates their integration
into comprehensive medical portraits of individuals. Carrying out its HIPAA man-
date, HHS in August 2000 published a final rule titled “Standards for Electronic

1. “If legislation governing standards with respect to the privacy of individually identifiable health infor-
mation transmitted in connection with the transactions described in section 1173(a) of the Social Security
Act (as added by section 262) is not enacted by the date that is 36 months after the date of the enactment
of this Act, the Secretary of Health and Human Services shall promulgate final regulations containing such
standards not later than the date that is 42 months after the date of the enactment of this Act” (HIPAA,
Public Law 104-191, Aug. 21, 1996, sec. 264�c�). Congress did not pass legislation establishing such pri-
vacy standards, so the task fell to HHS.
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Transactions” (hereafter, the “transactions rule”), a regulatory package that specifies
uniform nationwide formats and codes for electronic medical records (U.S. Dept. of
HHS HCFA 2000).

Although data formats and codes may sound boring and technical, they lie at the
heart of the federal government’s current quest to acquire centralized medical data
about us. Intended to standardize most electronic medical records nationwide, the
transactions rule makes it much easier to transmit and combine medical information
about an individual from diverse sources. Calling it the “most dangerous aspect of the
new regulations,” Representative Ron Paul (R.-Tex.), a physician, stated:

All health care providers, including private physicians, insurance companies,
and HMOs, will be forced to use a standard data format for patient records.
Once standardized information is entered into a networked government
database, it will be virtually impossible to prevent widespread dissemination
of that information. . . . The truth is that a centralized database will make it
far easier for both government agencies and private companies to access
your health records. (Paul 2001)

Even HHS secretary Donna Shalala acknowledged the threat to privacy created
by the transactions rule, stressing the importance of adopting privacy rules to offset it.
HHS stated, “If the privacy standards are substantially delayed, or if Congress fails to
adopt comprehensive and effective privacy standards that supercede �sic� the standards
we are developing, we would seriously consider suspending the application of the trans-
action standards or taking action to withdraw this rule” (U.S. Dept. of HHS HCFA
2000, 50365; my emphasis). How often does one encounter a federal agency that, hav-
ing just created a regulation, immediately expresses a willingness to suspend it?

A close reading of the transactions rule clarifies the reasons for these extraordi-
nary expressions of concern. The transactions rule mandates nationwide use of spe-
cific, standardized code sets for recording medical information (data elements) applica-
ble to “standard transactions.” The eight identified standard transactions are:

• Health care claims or equivalent encounter information

• Eligibility for a health plan

• Referral certification and authorization

• Health care claim status

• Enrollment and disenrollment in a health plan

• Health care payment and remittance advice

• Health plan premium payments

• Coordination of benefits (U.S. Dept. of HHS HCFA 2000, 50370-72)



VOLUME VI, NUMBER 4, SPRING 2002

HEALTH AND HUMAN SERVICES “PRIVACY” STANDARDS ✦ 489

These categories are broadly defined. “Health care claims or equivalent encounter
information,” for example, include not only actual reimbursement claims but also, in
the absence of any direct claim, “the transmission of encounter information for the
purpose of reporting health care” (U.S. Dept. of HHS HCFA 2000, 50370,
§162.1101�b�). In other words, even without a claim for reimbursement, reports of
personal conversations with our physicians—deemed by the federal government to be
“encounter information”—are to be treated as valid input to the ever-growing med-
ical databases. With such a broad interpretation of the key terms, what medical trans-
action would not fit into at least one of the listed categories?

Records of these standard transactions must conform to the uniform data ele-
ments and code sets mandated by the new regulations. Data elements denote cate-
gories of information to be reported, and code sets establish the specific codes to be
used to “fill in” a data element. Thus, the code sets establish uniform codes for items
such as specific diseases, injuries, impairments, diagnoses, treatment, drugs, physician
services, radiologic procedures, clinical laboratory tests, and so on (U.S. Dept. of
HHS HCFA 2000 , 50370, §162.1002). For example, a health care claim transaction
document might contain, as one of its data elements, the attending physician’s “diag-
nosis.” The diagnosis data element would then be filled in using one of the uniform
codes covering the full range of potential diagnoses.

All covered entities—health plans, health care clearinghouses, and every health
care provider “who transmits any health information in electronic form”—must use
the standardized codes and data elements (U.S. Dept. of HHS HCFA 2000, 50365,
§160.103). The number and detail of these codes and elements are astonishing. Not
counting the actual codes, the basic data elements to which the codes pertain fill
eleven pages, three columns per page (U.S. Dept. of HHS HCFA 1998a, 25310).
These data elements include such things as patient Social Security number, claim sub-
mission and reason code, condition codes, diagnosis code, date of last menstrual
period, mammography-certification number, family-planning indicator, patient pri-
mary identifier, subscriber current weight, subscriber previous weight, reason for last
visit, occupation code, prognosis code, service-type code, surgical-procedure code,
and hundreds of additional items of intensely personal information.

Unique identifiers for employers, providers, and patients are also required for the
standard transactions. HHS has proposed as the “national standard employer identi-
fier” the employer identification number (EIN)—that is, the employer’s “taxpayer
identifying number”—stating that “each health care provider must use the national
employer identifier whenever required on all transactions the health care provider
transmits electronically” and that health plans and health care clearinghouses must use
the EIN whenever required as a data element on standard transactions (U.S. Dept. of
HHS HCFA 1998b, 32798). Another proposed HHS rule would require health
plans, health care clearinghouses, and health care providers to use as their unique
identifiers the “national provider identifier” supported by the Health Care Financing
Administration (HCFA), consisting of “an 8-position alphanumeric identifier, which
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includes as the eighth position a check digit” (U.S. Dept. of HHS HCFA 1998c,
25356). This proposed rule would require each health care provider to “obtain, by
application if necessary, a national provider identifier,” ordering all covered entities to
supply and use national provider identifiers for all standard transactions.

More contentious are the HIPAA-mandated unique health identifiers for every
American. Many people recoiled in 1998 when HHS issued a “White Paper” describ-
ing the alternate forms that the unique identifier might take, including biometric iden-
tifiers such as retinal-pattern analysis, iris scans, and voice-pattern analysis, among other
candidate identifiers (U.S. Dept. of HHS 1998, sec. III�C�; Twight 1999, 182–84).
When Congress later postponed implementation of the identifiers on a year-by-year
basis,2 privacy advocates expressed hope that eventual congressional repeal of the man-
date for unique health identifiers might yet protect our medical privacy.

It is a vain hope. Even if Congress, bowing to political pressure by privacy
groups, “permanently” prohibited creation of new identifiers, our medical records
would still carry a unique health identifier: namely, the Social Security number (SSN)
that health care providers for years have demanded and used to identify our records.
HHS itself listed the SSN as a candidate identifier, citing its status as “the current de
facto identifier” as an advantage of its use. With or without new identifiers, medical
privacy thus remains in jeopardy. Either way, the HIPAA-envisioned system of stan-
dardized, widely shared personal medical information will proceed unimpeded. Iron-
ically, repeal of the new identifier requirement, though not negating the threat to
medical privacy, might even encourage public acquiescence to the emerging federal
health information system.

Whatever the chosen patient identifier, with our detailed medical histories tran-
scribed into standard transactions and formatted with standard data elements and uni-
form codes as the new regulations require, a treasure trove of personal information
about each of us will exist in an easily manipulable and transferable form. The prof-
fered shield against devastating abuse of this information is the HHS final rule, “Stan-
dards for Privacy of Individually Identifiable Health Information,” which took effect
April 14, 2001 (U.S. Dept. of HHS OPE 2000). Do these privacy standards create an
effective shield, or are they instead a sieve through which individually identifiable
health information can readily pass?

HHS Medical Privacy Rules: Shield or Sieve?

For those who have learned about the HHS medical privacy rules through the popu-
lar media, the answer would seem clear. The New York Times, for example, reported
the forthcoming final rules under the heading “U.S. Plans Tighter Rules on Medical

2. For the December 2000 postponement, see Consolidated Appropriations Act, 2001, Public Law 106-
554, 106th Cong., 2d sess., December 21, 2000, 114 Stat. 2763 (H.R. 4577), Appendix A, §514 at 114
Stat. 2763A-71. Section 514 states in its entirety: “None of the funds made available in this Act may be
used to promulgate or adopt any final standard under section 1173(b) of the Social Security Act (42 U.S.C.
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Files’ Privacy” (Pear 2000). Another article described the final HHS rules as “even
more protective of consumers’ privacy than the Clinton administration had at first
proposed, prompting the industry to increase its objections” and creating what con-
sumer advocates regarded as “a milestone in the history of American medicine, the
first comprehensive federal standards for medical privacy” (Pear 2001, A17). Again
and again the media echoed the HHS summary of the rule, which proclaimed that
“the use of these standards will improve the efficiency and effectiveness of public and
private health programs and health care services by providing enhanced protections
for individually identifiable health information” (U.S. Dept. of HHS OPE 2000,
82462). Indeed, it is difficult to find in the popular press any report that questions the
strength of these privacy protections or suggests their privacy-eroding impact.

One has to read the regulatory fine print, lots of it, to see the holes. As I show
here, the planned result of the regulation is not medical privacy. Rather, the language
of privacy provides window-dressing intended to legitimize the nationwide standard-
ization of medical data that will facilitate access to personal medical information on a
scale never before experienced in the United States. Playing the central roles are:

• overbroad exemptions that allow individually identifiable health information to
be used without the patient’s consent or authorization;

• redefinition of the term consent in the regulation in ways that eviscerate its meaning;

• authorization of largely unimpeded medical-data sharing among government
agencies; and

• failure to restrict redisclosure of individually identifiable health information by
recipients that are not “covered entities.”

While continuing to proclaim the “importance of privacy” and to assert that “privacy
is a fundamental right,” HHS created a rule that dramatically reduces the medical pri-
vacy of all Americans (U.S. Dept. of HHS OPE 2000, 82464). Unfortunately, the
banner of “privacy” has been waved to marshal public support for federal rules that
actually portend privacy’s demise.

First, some terminology. The basic structure of the HHS privacy rule distin-
guishes consent from authorization for the use or disclosure of individually identifiable
health information (called “protected health information”), and it further distin-
guishes disclosures with either consent or authorization from those without such per-
mission. Consent, by definition, pertains to the disclosure of protected health infor-
mation to “carry out treatment, payment, or health care operations” (U.S. Dept. of

1320d-2�b�) providing for, or providing for the assignment of, a unique health identifier for any individual
(except in an individual’s capacity as an employer or a health care provider), until legislation is enacted
specifically approving the standard.” Congress first passed measures delaying promulgation of such identi-
fiers in the fall of 1998.
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HHS OPE 2000, 82805, §164.502). Authorization pertains to the disclosure of pro-
tected health information for purposes other than treatment, payment, or health care
operations. Contrary to apparent restrictions in HIPAA, the HHS privacy rule defines
protected health information expansively to include not only records transmitted by or
maintained in electronic media but also information “transmitted or maintained in
any other form or medium,” thereby putting the paper records of our medical histo-
ries within the rule’s domain.3 Similarly, the term health care operations is broadly
defined to include even such activities as organizational fund-raising and the market-
ing of medical products and services (U.S. Dept. of HHS OPE 2000, 82803-4,
§164.501).

Covered entities—health care providers, health plans, and health care clearing-
houses—are allowed to use or disclose protected health information to carry out
treatment, payment, or health care operations either (a) with the valid consent of the
subject individual or (b) without his consent if the use or disclosure falls within the
listed “exceptions” to the consent requirement. Likewise, covered entities may use or
disclose protected health information for purposes other than treatment, payment,
or health care operations either with the valid authorization of the subject individual
or without his authorization if the use or disclosure falls within the listed “excep-
tions” to the authorization requirement.

Therefore, two pivotal issues are the meaning of consent and authorization under
the HHS regulation and the scope of the exceptions to the consent/authorization
requirements.

Consent, Authorization, and Opportunities to Object

Consider first the situations in which the HHS privacy regulations require the patient’s
consent as a precondition for disclosure of his medical information. Apart from the
exceptions to be discussed later, the general rule is that a health care provider “must
obtain the individual’s consent, in accordance with this section, prior to using or dis-
closing protected health information to carry out treatment, payment, or health care
operations” (U.S. Dept. of HHS OPE 2000, 82810, §164.506�a�). So far so good.

Next, however, the regulations state that a covered health care provider “may
condition treatment on the provision by the individual of a consent under this sec-
tion,” and that a health plan “may condition enrollment in the health plan on the pro-
vision by the individual of a consent under this section sought in conjunction with
such enrollment” (U.S. Dept. of HHS OPE 2000, 82810, §164.506�b�, my empha-

3. U.S. Dept. of HHS OPE 2000, 82805, §164.501. HHS explained, “In this final rule we expand the def-
inition of protected health information to encompass all individually identifiable health information trans-
mitted or maintained by a covered entity, regardless of form.” HHS averred that it wanted to “emphasize
the severability of this provision,” structuring the definition so that if a court disagreed with its view that
HHS has “ample legal authority to cover all individually identifiable health information transmitted or
maintained by covered entities,” the overall rule would remain in operation (U.S. Dept. of HHS OPE
2000, 82496).
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sis). In other words, although all health care providers and health plans are required
to obtain consent in these cases, they can refuse to provide services unless this “con-
sent” is forthcoming. Under the HHS privacy regulations, the patient therefore has
no meaningful choice about this so-called consent; the patient’s only available alter-
native is to forgo medical treatment. Our health care providers will offer us the fol-
lowing deal: cooperate and sign the consent form or be deprived of medical care.
Coerced consent might be a more apt term.4

Moreover, the rules provide no assured legal channel by which a patient may
restrict disclosure of personal medical information. Driving that point home, the reg-
ulation requires that a valid consent form must state that the “individual has the right
to request that the covered entity restrict how protected health information is used or
disclosed to carry out treatment, payment, or health care operations,” but it adds that
“the covered entity is not required to agree to requested restrictions” (U.S. Dept. of
HHS OPE 2000, 82810, §164.506�c�, my emphasis; see also 82822, §164.522).
HHS was equally clear in explaining the patient’s lack of a legal right to sue over vio-
lations of medical privacy. In response to public comments arguing that “individuals
should be able to sue for breach of privacy,” HHS stated, “We agree, but do not have
the legislative authority to grant a private right of action to sue under this statute”
(U.S. Dept. of HHS OPE 2000, 82566).

The rules regarding authorization resemble those regarding consent. The gen-
eral rule is that covered entities “may not use or disclose protected health informa-
tion” without a valid authorization (U.S. Dept. of HHS OPE 2000, 82811,
§164.508). Compared to the consent regulations, the authorization rules more
extensively restrict covered entities’ ability to withhold medical services if a patient
refuses to authorize disclosure of protected health information. Of course, there are
exceptions, which allow the withholding of research-related treatment as well as the
denial of enrollment and benefit eligibility if access to relevant information is not
authorized. As with the consent regulations, however, the most significant exceptions
are set forth in a separate section (to be discussed later).

Finally, a section labeled “Uses and Disclosures Requiring an Opportunity for
the Individual to Agree or to Object” deals with disclosures for facility (for exam-
ple, hospital) directories and disclosures to family members and others directly
involved in an individual’s care. For such disclosures, this section removes the cov-
ered entity’s obligation to obtain a patient’s consent or authorization if the patient,
given an opportunity to agree or object to a disclosure, does not object (U.S. Dept.
of HHS OPE 2000, 82812, §164.510). The regulation states: “A covered entity
may use or disclose protected health information without the written consent or

4. HHS itself stated that “concern about the coerced nature of these consents remains” (U.S. Dept. of
HHS OPE 2000, 82473). As economist Paul Heyne once explained, to coerce is “to induce cooperation by
threatening to reduce people’s options,” whereas to persuade is to “induce cooperation by promising to expand
people’s options” (1997, 363, emphasis in original).
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authorization of the individual . . . provided that the individual is informed in
advance of the use or disclosure and has the opportunity to agree to or prohibit or
restrict the disclosure in accordance with the applicable requirements of this sec-
tion” (ibid., my emphasis).

Opening the door to unverifiable assertions of patient agreement in these cir-
cumstances, the regulation further states that the covered entity “may orally inform
the individual of and obtain the individual’s oral agreement or objection to a use or dis-
closure permitted by this section” (U.S. Dept. of HHS OPE 2000, 82812, §164.510,
my emphasis). Although commenters expressed concern that the provision might
allow the disclosure of the location of incapacitated victims of domestic violence and
thereby increase their vulnerability to additional harm, HHS left such decisions to the
professional judgment of health care providers acting in their patients’ best interest,
expressing the department’s concern that “imposing an affirmative duty on institu-
tions not to disclose information any time injuries to the individual could have been
the result of domestic violence would place too high a burden on health care facili-
ties” (U.S. Dept. of HHS OPE 2000, 82663).

Worries about the HHS privacy rule, however, do not stop here. Explicit legal
power for our doctors and other covered entities to disclose our personal medical
records without our permission is created by a subsequent section of the regulation
that lists exceptions to the consent, authorization, and “agree or object” provisions.

Casting Consent Aside

The exceptions are large in number and scope. Mincing no words, HHS entitled sec-
tion 164.512 “Uses and Disclosures for Which Consent, an Authorization, or Oppor-
tunity to Agree or Object Is Not Required” (U.S. Dept. of HHS OPE 2000, 82813).
For each category listed, a “covered entity may use or disclose protected health infor-
mation without the written consent or authorization of the individual . . . or �without�
the opportunity for the individual to agree or object” (ibid., my emphasis). These excep-
tions include:

• Uses and disclosures required by law

• Uses and disclosures for public health activities

• Disclosures about victims of abuse, neglect, or domestic violence

• Uses and disclosures for health oversight activities

• Disclosures for judicial and administrative proceedings

• Disclosures for law enforcement purposes

• Uses and disclosures about decedents
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• Uses and disclosures for cadaveric organ, eye, or tissue donation purposes

• Uses and disclosures for research purposes

• Uses and disclosures to avert a serious threat to health or safety

• Uses and disclosures for specialized government functions

• Disclosures for workers’ compensation

All without permission. In each of these situations, a government that claims to be
advancing medical privacy allows physicians, health insurance issuers, HMOs,
Medicare program officials, and other covered entities legally to disclose medical
records to those seeking them with no permission whatsoever from the patient.

In addition, the regulation grants the HHS secretary unlimited access to covered
entities’ records without patient consent, mandating that covered entities maintain
whatever records HHS requires and give HHS access to those records on demand.
These records explicitly include individually identifiable health information: “A cov-
ered entity must permit access by the Secretary during normal business hours to its
facilities, books, records, accounts, and other sources of information, including pro-
tected health information, that are pertinent to ascertaining compliance” (U.S. Dept.
of HHS OPE 2000, 82802, §160.310�c�, my emphasis). One wonders what health
information could escape being deemed “pertinent to ascertaining compliance.”
Moreover, reflecting a more general problem to be discussed later, HHS redisclosure
of these records is permitted whenever it is either required by law or deemed neces-
sary in the interest of assuring compliance.

Despite public animosity to government acquisition of personal medical records,
government entities are the primary recipients of that information under the listed
exceptions. Whether in the name of compliance, health oversight, public health, law
enforcement, or other listed rationales, the HHS privacy rules make our medical
records an open book to government officials. The exceptions listed in §164.512 pro-
vide a legal pretext for virtually unchecked disclosure of our personal medical histories
to government entities and, as we will see, for virtually unchecked redisclosure of that
medical information by government agencies and others. Let us examine the excep-
tions in more detail.

Required by Law. Several interrelated provisions allow disclosures “required by
law.” The umbrella provision states that, without patients’ permission, a covered
entity “may use or disclose protected health information to the extent that such use
or disclosure is required by law and the use or disclosure complies with and is limited
to the relevant requirements of such law” (U.S. Dept. of HHS OPE 2000, 82813,
§164.512 �a�). Thousands of pages of federal statutes, regulations, and judicial deci-
sions are swept into this single sentence. Evoking its broad reach, HHS defines
“required by law” to mean:
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a mandate contained in law that compels a covered entity to make a use or
disclosure of protected health information and that is enforceable in a court
of law. Required by law includes, but is not limited to, court orders and
court-ordered warrants; subpoenas or summons issued by a court, grand
jury, a governmental or tribal inspector general, or an administrative body
authorized to require the production of information; a civil or an author-
ized investigative demand; Medicare conditions of participation with
respect to health care providers participating in the program; and statutes
or regulations that require the production of information, including
statutes or regulations that require such information if payment is sought
under a government program providing public benefits. (U.S. Dept. of
HHS OPE 2000, 82805, §164.501, emphasis in original)

As this passage makes clear, when you want to know what lawmakers really want, read
the definitions they write. The full range of government-mandated medical informa-
tion lies within this provision’s reach.

This umbrella provision is closely linked with other exceptions that deal with dis-
closures for law-enforcement purposes, for judicial and administrative proceedings,
and for protection of victims of abuse.

Victims of Abuse. Although the desire to protect victims of abuse is laudable, this
regulation’s provisions pertaining to victims of abuse, neglect, or domestic violence are
laced with possibilities for inappropriate release of potentially inaccurate personal med-
ical information to government authorities.5 Disclosure of personal medical information
without the patient’s permission here has no fixed bounds, resting instead on the “rea-
sonable belief” of the physician or other covered entity. The rule states that in certain
circumstances “a covered entity may disclose protected health information about an
individual whom the covered entity reasonably believes to be a victim of abuse, neglect,
or domestic violence to a government authority, including a social service or protective
services agency, authorized by law to receive reports of such abuse, neglect, or domestic
violence” (U.S. Dept. of HHS OPE 2000, 82814, §164.512�c�, my emphasis).

Despite our compassion for victims of abuse, with this broad language the
specter of misinformation in the hands of social service agencies looms large. Disclo-
sure may occur whenever it is either required by law, agreed to by the subject individ-
ual, or “expressly authorized by statute or regulation.” Because what is “authorized”
is broader than what is “required” by law, disclosure that is merely authorized is
allowed only if (a) in the “professional judgment” of the covered entity disclosure is
“necessary to prevent serious harm” to potential victims or (b) in circumstances of
victim incapacity an authorized public official “represents that the protected health
information for which disclosure is sought is not intended to be used against the indi-
vidual and that an immediate enforcement activity that depends upon the disclosure

5. This exception does not deal with child abuse, which is covered elsewhere.
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would be materially and adversely affected by waiting until the individual is able to
agree to the disclosure” (U.S. Dept. of HHS OPE 2000, 82814, §164.512�c�). Dis-
cretionary decision making—professional judgments and representations as easily
shaped by misinformation or personal agendas as by altruism—thus may trigger
release of damaging personal medical information, without the patient’s permission,
into public databases potentially shared with other interested parties.

Law Enforcement Purposes. Another exception allows covered entities to disclose
individually identifiable medical records, without patient permission, for certain law
enforcement purposes, authorizing disclosure to law enforcement officials when
required by law or in response to various types of court orders and subpoenas. Its
loosest provision allows disclosure of medical records in response to a mere “admin-
istrative request” that is “authorized by law” (authorized, not required), provided
that three conditions are met: the information is “relevant and material to a legitimate
law enforcement inquiry”; the request is “specific and limited in scope to the extent
reasonably practicable”; and “de-identified information could not reasonably be
used” (U.S. Dept. of HHS OPE 2000, 82815, §164.512 �f �). When administrative
subpoenas are involved, HHS states that “this rule does not require judicial approval
of administrative subpoenas,” adding that administrative agencies can “avoid the need
for judicial review by issuing subpoenas for protected health information only where
the three-part test �described above� has been met” (U.S. Dept. of HHS OPE 2000,
82683). In the three-part test, as throughout the HHS regulation, slippery words
such as reasonably erode seeming limitations on government authority.6

Judicial and Administrative Proceedings. A separate exception specifically allows
disclosures of individually identifiable medical records without patient consent in con-
junction with judicial and administrative proceedings, with or without the order of a
court or administrative tribunal. Absent such an order, covered entities may disclose
the information in response to lawful process, provided that those seeking the infor-
mation give “satisfactory assurance” that “reasonable efforts have been made” either
to notify the subject individual or to secure a protective order preventing disclosure
beyond the scope and purpose of the litigation (U.S. Dept. of HHS OPE 2000,
82814–15, §164.512�e�).

Public-Health Activities. The broad language of this exception allows physicians
and other covered entities to disclose individually identifiable medical records, without
patients’ permission, to countless public-health authorities for a wide range of purposes.
Public-health authorities include not only all federal or state government agencies
whose mandate includes “public health matters,” but also government contractors and

6. Covered entities also can disclose personal medical records of “suspected” victims of crime to law
enforcement officials without consent in emergency circumstances if the official represents that the infor-
mation is “needed to determine whether a violation of law by a person other than the victim has occurred”
and that “immediate law enforcement activity that depends upon the disclosure would be materially and
adversely affected by waiting until the individual is able to agree to the disclosure” (U.S. Dept. of HHS
OPE 2000, 82815–16, §164.512�f��3�).
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others acting under “grant of authority” from such government entities (U.S. Dept. of
HHS OPE 2000, 82805, §164.501). And the purposes for which such disclosure is
allowed? According to HHS regulations, the legitimizing purpose is “preventing or
controlling disease, injury, or disability,” described as including such broad categories as
“public health surveillance” and “public health investigations” (U.S. Dept. of HHS
OPE 2000, 82813, §164.512�b�). Permitted disclosures also include those related to
“child abuse or neglect,” those related to certain Food and Drug Administration (FDA)
product-tracking and recall programs, and those made to people “who may have been
exposed to a communicable disease” (U.S. Dept. of HHS OPE 2000, 82813–14).

Health Oversight Activities. Equally expansive is the exception allowing disclo-
sure of individually identifiable medical records, without patients’ permission, for the
purpose of health oversight. The provision’s breadth is astonishing. It states that cov-
ered entities may disclose our medical records to any “health oversight agency” for
oversight activities authorized by law:

including audits; civil, administrative, or criminal investigations; inspections;
licensure or disciplinary actions; civil, administrative, or criminal proceedings
or actions; or other activities necessary for appropriate oversight of:

(i) The health care system;

(ii) Government benefit programs for which health information is relevant
to beneficiary eligibility;

(iii) Entities subject to government regulatory programs for which health
information is necessary for determining compliance with program
standards; or

(iv) Entities subject to civil rights laws for which health information is nec-
essary for determining compliance. (U.S. Dept. of HHS OPE 2000,
82814, §164.512�d�)

According to its own terms, this section is not supposed to be invoked against an indi-
vidual who is the subject of an investigation unless the investigation is directly related
to the person’s “receipt of health care” or to claims for public benefits dependent on
the individual’s health. Even this protection crumbles, however, because of subse-
quent language stating that for joint health-oversight investigations involving a “claim
for public benefits not related to health, the joint activity or investigation is consid-
ered a health oversight activity” that allows disclosure of medical information.

Serious Threat to Health or Safety. Covered entities also may disclose individually
identifiable medical information without the patient’s permission if the covered entity
“in good faith” believes the disclosure either is necessary to reduce a “serious and
imminent” threat to health and safety or, in certain cases, is “necessary for law
enforcement authorities to identify or apprehend an individual” (U.S. Dept. of HHS
OPE 2000, 82817, §164.512�j�). The requisite good faith is presumed in the regula-
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tion provided that the covered entity has acted based on a “credible representation by
a person with apparent knowledge or authority.”

Research Purposes. HHS regulations pertaining to the use of medical records for
research purposes provide other avenues through which privacy may be compro-
mised. The basic idea is to allow doctors and other covered entities to disclose med-
ical records, without the patients’ permission, for research purposes, provided that the
covered entities follow specified procedures for institutional review and approval of
their actions. But the criteria for releasing and the procedures for protecting medical
records in these circumstances are riddled with subjective language susceptible to seri-
ous breaches of medical privacy.

Covered entities may release individually identifiable medical records to publicly
or privately funded researchers without patient authorization provided that the cov-
ered entities have obtained approval from either (a) an Institutional Review Board
(IRB) established in conformity with existing federal regulations or (b) a “privacy
board” as described in the HHS privacy rule. Least stringent is the latter option.
Although prohibiting board members from reviewing any project regarding which
they have a conflict of interest, the HHS regulations require only one member on the
privacy board “who is not affiliated with the covered entity, not affiliated with any entity
conducting or sponsoring the research, and not related to any person who is affiliated
with any such entities” (U.S. Dept. of HHS OPE 2000, 82816, §164.512�i�).

The criteria for approval? Mere assertions by the IRB or privacy board will do,
statements that disclosure of medical records without patient permission:

• “involves no more than minimal risk to the individuals”;

• “will not adversely affect the privacy rights and welfare of the individuals”;

• is necessitated by “research �that� could not practicably be conducted without
the alteration or waiver” of patient permission requirements and “without access
to and use of the protected health information”;

• creates “privacy risks to individuals . . . �that� are reasonable in relation to the
anticipated benefits if any to the individuals, and the importance of the knowl-
edge that may reasonably be expected to result”;

• is accompanied by an “adequate plan to protect the identifiers from improper
use and disclosure” and “an adequate plan to destroy the identifiers at the ear-
liest opportunity consistent with conduct of the research, unless there is a health
or research justification for retaining the identifiers, or such retention is other-
wise required by law.” (U.S. Dept. of HHS OPE 2000, 82816, §164.512�i�,
my emphasis)

Likewise satisfied by properly formatted assertions and plans, a final criterion requires
“adequate written assurances that the protected health information will not be reused
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or disclosed to any other person or entity” except as required by law for “authorized
oversight of the research project” or for “other research for which the use or disclo-
sure . . . would be permitted” (U.S. Dept. of HHS OPE 2000, 82816–17).

Moreover, even before obtaining IRB or privacy board approval for access to indi-
vidually identifiable medical records without patient permission, prospective researchers
engaged in formulating a research project may be granted such access by a covered entity
on the strength of mere assurances that the information is necessary and will not be used
inappropriately. A covered entity is only required to obtain a researcher’s “representa-
tions” that the disclosure sought is “necessary to prepare a research protocol or for sim-
ilar purposes preparatory to research,” that “no protected health information is to be
removed from the covered entity,” and that the disclosure “is necessary for the research
purposes.”7 What prospective researcher would not proffer such representations?

A shortcut review process is available for privacy boards examining researchers’
requests for medical information. The board may elect to use this “expedited review
procedure” if it is claimed that the research “involves no more than minimal risk to
the privacy of the individuals” whose medical records are being sought. In this proce-
dure, the determination of whether to release your medical records without your per-
mission can be made by a single individual: “If the privacy board elects to use an expe-
dited review procedure, the review and approval of the alteration or waiver of
authorization may be carried out by the chair of the privacy board, or by one or more
members of the privacy board as designated by the chair” (U.S. Dept. of HHS OPE
2000, 82817, §164.512�i�). One person, subjective criteria, and no representation of
the individuals whose records are involved: under these regulations, it’s the law.

In addition to the exceptions just listed, the rules also state that covered entities
may use or disclose certain individually identifiable health information, without
authorization by the patient, for fund-raising and marketing purposes. A covered
entity may release “demographic information relating to an individual” and “dates of
health care provided to an individual” for “the purpose of raising funds for its own
benefit, without an authorization” by the individual patient, provided that the fund-
raising solicitation describes how the recipient can opt out of receiving future fund-
raising communications (U.S. Dept. of HHS OPE 2000, 82820, §164.514�f�). Like-
wise, covered entities may divulge individually identifiable health information without
the individual’s authorization for the purpose of marketing “health-related products
and services.” The rules require only that opt-out instructions be included with the
marketing solicitation, along with identification of the covered entity, description of
any remuneration it is receiving for making the communication, and explanation of
“why the individual has been targeted and how the product or service relates to the
health of the individual” (U.S. Dept. of HHS OPE 2000, 82819, §164.514�e�).

The fine print concerning other exceptions—for disclosures related to workers’
compensation and for those involving decedents, including cadaveric organ, eye, or

7. Even fewer barriers to research-related disclosure shield medical information pertaining to deceased indi-
viduals (U.S. Dept. of HHS OPE 2000, 82816, §164.512�i�).
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tissue donations—I do not examine here. However, the exception for “specialized
government functions” must be reviewed, for it lies at the heart of the medical-data
sharing authorized by the HHS rule.

Sharing Medical Information between Government Agencies:
Uses and Disclosures for “Specialized Government Functions”

At first glance, the exception for “specialized government functions” may appear
innocuous. It identifies exceptions to patient consent and authorization requirements
for certain disclosures of medical information to government agencies in connection
with military personnel management, national security and intelligence activities, pro-
tection of the president, State Department determinations of medical suitability, and
the like. Tucked at the end of this exception, however, on the twenty-first page of the
HHS regulation’s fine print, is a provision that facilitates virtually unfettered sharing
of our medical information between government agencies.

This provision allows certain government health plans, such as Medicare or the
State Children’s Health Insurance Programs (SCHIP), to disclose individually identi-
fiable medical records to other government agencies without patient consent. Its first
sentence states:

A health plan that is a government program providing public benefits may
disclose protected health information relating to eligibility for or enroll-
ment in the health plan to another agency administering a government pro-
gram providing public benefits if the sharing of eligibility or enrollment
information among such government agencies or the maintenance of such
information in a single or combined data system accessible to all such govern-
ment agencies is required or expressly authorized by statute or regulation.
(U.S. Dept. of HHS OPE 2000, 82818, §164.512�k��6�, my emphasis)

In other words, patient information may be shared between government agencies and
combined with data from other government agencies in a comprehensive data system
whenever such disclosure is merely authorized (not necessarily mandated) by statute
or regulation. HHS chose to put its imprimatur—in the name of privacy!—on the
widespread sharing of personal medical data without patients’ consent, endorsing this
behavior rather than restricting it.

Nor is that all. The second and final sentence of the provision extends this approval
to all “covered entities”—not only health plans but also health care providers and clear-
inghouses—that are government agencies:

A covered entity that is a government agency administering a government
program providing public benefits may disclose protected health informa-
tion relating to the program to another covered entity that is a government
agency administering a government program providing public benefits if
the programs serve the same or similar populations and the disclosure of
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protected health information is necessary to coordinate the covered func-
tions of such programs or to improve administration and management
relating to the covered functions of such programs. (U.S. Dept. of HHS
OPE 2000, 82818, §164.512�k��6�, my emphasis)

Make no mistake: the result is a validation of the existing widespread sharing of peo-
ple’s medical information, without their consent, among a broad array of government
programs, including Social Security, Medicare, Medicaid, and even the food stamp
program. In its own explanation of the first sentence of this provision, HHS describes
the approved data exchanges as follows:

For example, section 1137 of the Social Security Act requires a variety of
public programs, including the Social Security program, state medicaid pro-
grams, the food stamp program, certain unemployment compensation pro-
grams, and others, to participate in a joint income and eligibility verification
system. Similarly, section 222 of the Social Security Act requires the Social
Security Administration to provide information to certain state vocational
rehabilitation programs for eligibility purposes. In some instances, it is a
covered entity that first collects or creates the information that is then dis-
closed for these systems. We do not prohibit those disclosures. (U.S. Dept. of
HHS OPE 2000, 82541, my emphasis)

Though HHS insists that the information can be shared only for eligibility determi-
nations and not for other purposes, there is no mechanism in place to enforce such
fine distinctions. Once the data are shared, a single computer keystroke can evade
even the purest of regulatory intentions.

Regarding the second sentence of the regulatory provision just quoted, HHS is
equally explicit about the scope of allowed data exchanges:

For example, in some states, the Medicaid program and the State Chil-
dren’s Health Insurance Program are administered by different agencies,
although they serve similar populations. . . . This provision would permit
the covered entities administering these programs to share protected health
information of program participants to coordinate enrollment and services
and to generally improve the health care operations of the programs. (U.S.
Dept. of HHS OPE 2000, 82541)

Although HHS again claims that this provision “does not authorize agencies to use or
disclose” the shared health information for other purposes, such protestations are hol-
low in the absence of a viable enforcement mechanism (U.S. Dept. of HHS OPE
2000, 82541–42). Who exactly will stop them?

Rather than protecting the privacy of our medical records, this provision—
explicitly allowing disclosure of our medical records, without our permission,
between “government programs providing public benefits”—reinforces and validates
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a growing array of disclosures undertaken by Congress and federal regulatory agen-
cies. Even these disclosures, however, represent but the tip of the iceberg.

Uncontrolled Redisclosure of Medical Information

The threat to privacy that the HHS regulations pose is multiplied a thousandfold by
the redisclosures of our medical records that they permit. As we have seen, the regu-
lations enumerate the many categories of recipients to whom doctors and other cov-
ered entities may legally transfer our medical records, either with or without our con-
sent or authorization. These recipients include many individuals and organizations
that are not themselves covered entities. A giant hole in the regulations, which the
HHS repeatedly acknowledges, is that they do not control most redisclosure of our
medical records by authorized recipients who are not covered entities. As a result, the
nationwide cornucopia of standardized personal medical information now being cre-
ated will be disclosed to thousands of parties whose subsequent redisclosure of the
information is wholly uncontrolled.

At the heart of the redisclosure problem is a provision allowing disclosure of
patients’ medical records, without their consent, to “business associates” of covered
entities. A business associate is defined as any person who, on behalf of a covered entity,
either (a) helps to perform a “function or activity involving the use or disclosure of
individually identifiable health information”—functions such as claims processing,
claims administration, data analysis, utilization review, quality assurance, billing, ben-
efit management and the like—or (b) provides “legal, actuarial, accounting, consult-
ing, data aggregation . . . , management, administrative, accreditation, or financial
services” to the covered entity, “where the provision of the service involves the dis-
closure of individually identifiable health information from such covered entity” to
the person (U.S. Dept. of HHS OPE 2000, 82798, §160.103). In short, when busi-
ness relationships entail covered entities’ disclosure of personal medical records to
other firms, those other firms are regarded as business associates in the regulation.
And many, perhaps most, business associates are not covered entities under the HHS
rules: they are ordinary firms.

Because HHS has no direct jurisdiction, under HIPAA, over business associ-
ates that are not covered entities, it has attempted to control them indirectly
through the covered entities. The mechanism is a required business associate con-
tract, whereby a covered entity must obtain “satisfactory assurance that the business
associate will appropriately safeguard the information” (U.S. Dept. of HHS OPE
2000, 82806, §164.502�e�).8 When a business associate is not a covered entity,
however, enforcement of the contract is at best weak and indirect. All HHS can do

8. There are exceptions. No assurances need be given if the recipient is a health care provider involved in
the treatment of an individual. In addition, certain disclosures by a health plan “that is a government pro-
gram providing public benefits” escape the assurance requirement, as do some disclosures by group health
plans and HMOs to the plan’s sponsor (U.S. Dept. of HHS OPE 2000, 82806, §164.502�e�).



THE INDEPENDENT REVIEW

504 ✦ CHARLOTTE TWIGHT

is discipline the covered entity that created the business associate relationship, but
it will do that only if

the covered entity knew of a pattern of activity or practice of the business asso-
ciate that constituted a material breach or violation of the business associate’s
obligation under the contract or other arrangement, unless the covered entity
took reasonable steps to cure the breach or end the violation, as applicable,
and, if such steps were unsuccessful: (A) Terminated the contract or arrange-
ment, if feasible; or (B) If termination is not feasible, reported the problem to
the Secretary. (U.S. Dept. of HHS OPE 2000, 82808, §164.504�e�)

In other words, if a business associate misbehaves in these circumstances and the cov-
ered entity takes the HHS-mandated steps, the end result is that patients’ medical
records will have been made public without their consent, and HHS cannot do any-
thing about it. These are supposed to be “privacy” regulations?

Many other recipients of medical records under the HHS privacy regulations
also are not covered entities. Law enforcement officials, courts, government adminis-
trative agencies, health-oversight organizations, even coroners: none fits the HHS
definition of covered entities. Consequently, they, too, can redisclose medical records
virtually at will, even though they initially obtained those records without patient per-
mission under one of the exceptions discussed in the preceding section of this article.

During the approval process, HHS fully understood the problem, mentioning it
many times in response to comments on the proposed rule, but plunged ahead any-
way. It was a deliberate decision, with officials bluntly acknowledging that “HHS does
not have the authority to regulate re-use or re-disclosure of information by agencies
or institutions that are not covered entities under the rule”:

we �HHS officials� do not intend for the rule’s permissive approach to health
oversight or the absence of specific documentation to permit the government
to gather large amounts of protected health information for purposes unre-
lated to health oversight as defined in this rule, and we do not intend for these
oversight provisions to serve as a “back door” for law enforcement access to
protected health information. While we do not have the statutory authority to
regulate law enforcement and oversight agencies’ re-use and re-disclosure of
protected health information, we strongly support enactment of comprehensive
privacy legislation that would govern public agencies’ re-use and re-disclosure
of this information. (U.S. Dept. of HHS OPE 2000, 82674, 82689)9

This approach resembles handing a neighbor’s child a loaded gun and then stating
that you have no authority to control the child. It is good that HHS favors a more

9. Similar HHS statements with regard to the redisclosure of protected information are scattered through-
out the record. See U.S. Dept. of HHS OPE 2000, 82672, 82681, 82682, 82683, 82687, 82688, and
82694.
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comprehensive privacy rule and that its officials do not intend for the government and
others to accumulate vast databases of personal medical information about Americans,
but even the best of intentions cannot stop the predictable results of this HHS action.

In the name of medical privacy, the final HHS rule published December 28, 2000,
and put into effect on April 14, 2001, has given us coerced consent, wide-ranging
exceptions that allow disclosure of medical records to diverse recipients without
patients’ permission, extensive sharing of people’s medical records between gov-
ernment agencies, and virtually uncontrolled redisclosure of medical records by
recipients—governmental and nongovernmental—that are not covered entities. Yet
this very rule is said to protect us from the threat to our privacy posed by the
nationwide standardization of our medical records mandated by Congress through
HIPAA and now partially implemented by HHS regulation. How can we under-
stand the vast discrepancy between the rhetoric and the reality of the HHS medical
privacy rule?

Patterns

The uncomfortable truth is that in formulating the final medical privacy rule, govern-
ment officials employed the same tactics that they used in engineering passage of
Medicare in 1965 and HIPAA in 1996 (Twight 1997, 1998). Lawmakers again relied
on government manipulation of political transaction costs—strategies whose chief
effect has been to raise the costs to ordinary citizens of resisting measures that increase
the size and scope of government (Twight 1994). Among the forms of this behavior
used in passing Medicare and HIPAA and later in formulating the medical privacy rule
are misrepresentation, the tying of unpopular measures to popular ones, and incre-
mentalism.

In the most recent case, the misrepresentation has been breathtaking. HHS
described the purpose of the medical privacy rule as follows:

(1) To protect and enhance the rights of consumers by providing them
access to their health information and controlling the inappropriate
use of that information;

(2) to improve the quality of health care in the U.S. by restoring trust in
the health care system . . . ; and

(3) to improve the efficiency and effectiveness of health care delivery by
creating a national framework for health privacy protection. (U.S.
Dept. of HHS OPE 2000, 82463)

Of these stated purposes, the only one accomplished by this rule is to give patients
specific (though qualified) rights of access to their own medical records and the
opportunity to request correction of errors in those records (U.S. Dept. of HHS OPE
2000, 82823–26, §§164.524, 164.526). As for “controlling the inappropriate use of
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that information,” “creating a national framework for health privacy protection,” and
“restoring trust in the health care system,” the only way these regulations might
restore such trust is if government officials make sure that people do not understand
the rule’s actual content.

HHS officials have tried to do so. They have described the new rule as “likely
the largest single federal initiative to protect privacy,” emphasizing patient consent
and control over disclosure of medical records (U.S. Dept. of HHS OPE 2000,
82468). Who would oppose such seemingly beneficent objectives? Of course, that is
the point: disguising the rule’s actual content by asserting its devotion to medical
privacy significantly raised the transaction costs to ordinary Americans of under-
standing the regulation and of taking political action to oppose the antiprivacy meas-
ures embedded in it.

Misrepresentation saturates the very vocabulary of the rule. Consider HHS’s use
of the phrase protected health information in provisions that allow covered entities to
disclose patients’ medical records without their permission. That phrase recurs
throughout the provision that lists the twelve major situations in which covered enti-
ties “may use or disclose protected health information without the written consent or
authorization of the individual” (U.S. Dept. of HHS OPE 2000, 82813, §164.512).
For example: “A covered entity may disclose protected health information for the pub-
lic health activities and purposes described in this paragraph to . . . �a� public health
authority . . . ; �a� covered entity may disclose protected health information to a health
oversight agency for oversight activities authorized by law” ( U.S. Dept. of HHS OPE
2000, 82813–14, my emphasis). By defining protected health information as “indi-
vidually identifiable health information” and then consistently using the former
phrase, HHS reinforced an impression that personal medical information truly is
“protected” health information under the rule, even as that information was stripped
of protection in the normal sense of the word through provisions authorizing its dis-
closure without patients’ permission.

More broadly, HHS asserted to the public that “until now, virtually no federal
rules existed to protect the privacy of health information” and that the final rule
“establishes, for the first time, a set of basic national privacy standards and fair infor-
mation practices that provides all Americans with a basic level of protection and peace
of mind that is essential to their full participation in their care” (U.S. Dept. of HHS
OPE 2000, 82464, my emphasis). A nice touch, that: peace of mind.

Beyond the misrepresentation, as with the earlier HIPAA and Medicare legisla-
tion, here, too, the federal government tied unpopular measures to popular ones, pre-
senting the whole as a package deal. Linking popular measures, such as patients’ rights
to examine and correct their own medical records, with less popular ones, such as dis-
closure of patients’ medical records without their permission, again raised the politi-
cal transaction costs of opposing a measure that increased the federal government’s
power.
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Incrementalism also served that end, mirroring earlier U.S. experiences with
HIPAA and Medicare, and prevailed on several levels. For one, HHS presented the
HIPAA regulations piecemeal:  first the transactions rule, then proposals for the
provider and employer health identifiers, then the privacy rule, and so on. Because less
is at stake in fighting each piece of the new structure than would be at stake if the
entire structure were considered as a whole, incentives to resist the HIPAA-mandated
regulatory system have been reduced accordingly. Moreover, incremental formulation
of the regulatory package has allowed Congress to postpone until last the controver-
sial HIPAA-mandated unique health identifier for every American, deflecting an issue
that might have destroyed support for the new federalized health information system.

Incrementalism is also apparent in the sequence of steps involved in develop-
ing each individual HIPAA-mandated regulation. Each separate regulation entailed
solicitation of public comments, often at multiple stages during the individual rule’s
development. For the transactions rule, the privacy rule, the proposed provider
identifier rule, a forthcoming security rule, and the rest, the public was given
opportunities to comment. HHS, in turn, generated hundreds of pages of pub-
lished responses to the comments. In the end, it usually adjusted its language here
and there to accommodate the public’s comments, but generally secured the over-
all result it wanted anyway.

For example, the originally proposed privacy rule did not require patient consent
for covered entities’ use and disclosure of medical information, actually forbidding
covered entities from obtaining such consent (U.S. Dept. of HHS OPE 2000,
82648–49). Many who commented on the proposal expressed deep concern—even
outrage—at the lack of a consent provision. The HHS response? The department
trimmed its sails to the prevailing winds by inserting a “consent” provision for health
care providers, but eviscerated the provision by allowing providers to withhold treat-
ment unless consent is given, mandating the form but not the substance of meaning-
ful consent. Similarly, when the public complained about a proposed provision that
would have allowed medical data dissemination without patients’ permission for gov-
ernment health data systems, HHS deleted the offending provision but achieved
much the same result in more subtle ways. Department officials acknowledged that
the actual outcome was little changed:

we agree with the commenters who suggested that the proposed provision
that would have permitted disclosures to government health data bases was
overly broad, and we remove it from the final rule. We reviewed the impor-
tant purposes for which some commenters said government agencies
needed protected health information, and we believe that most of those needs
can be met through the other categories of permitted uses and disclosures with-
out authorization allowed under the final rule, including provisions permit-
ting covered entities to disclose information (subject to certain limitations)
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to government agencies for public health, health oversight, law enforce-
ment, and otherwise as required by law. (U.S. Dept. of HHS OPE 2000,
82669, my emphasis)

Is it any wonder that opposition is eroded by such tactics? For grinding down oppo-
sition, incrementalism is a proven strategy.

Given the incrementalism, misrepresentation, and similar tactics that have been
midwife to the federal controls that now enmesh U.S. health care, what is the prog-
nosis for medical privacy in general and for the HHS privacy rules in particular?

Prospects

The outlook for medical privacy is bleak. When the Bush administration allowed the
medical privacy rule to take effect, privacy advocates expressed hope that the rule’s
fundamental problems might be remedied by future modifications of offending pro-
visions, but such melioration now appears unlikely. Although some revisions are to be
expected, it is highly doubtful that the basic structure of the regulation will change—
at least not at the government’s own initiative.

If this view seems too pessimistic, consider the issue from the perspective of a
congressional representative or senator. Envision a roll-call vote on these “standards
for privacy of individually identifiable health information.” Even knowing all that we
know about the HHS rule, would most legislators choose to go on record opposing
the measure, in hopes that they could somehow explain to their constituents why they
voted to dismantle the “medical privacy rule”? That choice is the very one legislators
would have faced if Representative Ron Paul (R.-Tex.) had succeeded in June 2001,
under Congressional Review Act procedures, in bringing to a vote his proposal to
repeal the rule (H.J. Res. 38).

Clearly, with adoption of the HHS medical privacy rule, political transaction
costs have been shifted again. Strong political forces would be needed to change the
new status quo in a fundamental way, but such opposition is unlikely to materialize—
in part because this regulatory package has been falsely represented to the public as
enhancing privacy, in part because of the usual realities of concentrated interest
groups arrayed against dispersed citizens who, even if they understood the antiprivacy
nature of the regulation, would have scant incentives as individuals to undertake
costly political action. Obviously, the interest groups that expect to benefit from the
government-mandated cornucopia of individually identifiable medical information
will not readily relinquish their prize.

Political transaction costs of resisting this rule and other government-expanding
measures will also change on a deeper level as a result of the privacy-destroying fea-
tures of the new regulation. With government officials and others gaining greater
access to personal medical histories under the rule, it will become increasingly possi-
ble for recipients of that information illicitly to threaten political and ideological
adversaries with public revelation of embarrassing or damaging material gleaned from
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those records. The long history of both Democratic and Republican administrations’
official misuse of FBI and IRS records attests to this danger. As Richard Sobel of Har-
vard Law School has stated, “centralized information is centralized power” (quoted in
Stolberg 1998, A13). With implementation of the HHS rule, centralized medical
information will create more such power, increasing the political transaction costs of
dissent on a broad range of public-policy issues.

If my analysis is correct, the rule’s key provisions undermining medical privacy
are likely to remain intact as diverse interest groups vie for modifications of the regu-
lations. The language of consent will continue to be coupled with the reality of coer-
cion. Laudable purposes such as law enforcement, domestic abuse prevention, effi-
cient government administration, and the like will continue to mask the rule’s
overbroad exceptions to requirements for patient consent, enabling government enti-
ties to remain as the principal beneficiaries of the disclosures. The sharing of personal
medical data among government agencies, already a reality, will not be forsworn. With
regard to noncovered entities’ redisclosure of medical records, as HHS has stated, the
authority for extending privacy regulations to these recipients would require extensive
new legislation, which is unlikely to be passed any time soon—and, as a practical mat-
ter, also unlikely to be enforceable even if enacted into law.

The chief—perhaps the only—hope on the immediate horizon is a lawsuit filed
on July 16, 2001, challenging the HHS medical privacy rule on constitutional
grounds. In a lawsuit against HHS and HHS secretary Tommy Thompson, plaintiffs
in the case (physicians and medical societies in Louisiana and South Carolina) raise
constitutional challenges to the HHS privacy regulation and to the HIPAA provisions
authorizing it (Civil Docket No. 3:01-CB-2965, U.S. Dist. Ct., District of South
Carolina Columbia Div., cited in Brase 2001). The outcome of that suit should be
watched closely.

In the meantime, with the reshaping of political transaction costs surrounding
the new federal health information system, the impending destruction of medical pri-
vacy becomes an ever more likely institutional reality. On July 6, 2001, HHS released
more than thirty-five single-spaced pages of official “guidance” regarding implemen-
tation of the medical privacy rule, still denying that the rule expands government and
law enforcement access to our medical records, except with regard to enforcement-
related HHS access (U.S. Dept. of HHS OCR 2001, HIPAA Privacy TA
160.300.001).

HHS protestations notwithstanding, as I have shown, the medical privacy rule
does ensure that Americans will be subjected to ever-increasing government access to
their medical records without their consent, as well as to similar access by private com-
panies acting with the blessing of the federal government. The only question is how
soon this new mother lode of personal medical data will be fully exploited for private
political and economic gain. Never mind that 92 percent of respondents to the Sep-
tember 2000 Gallup poll opposed government agencies’ access to their medical
records without their consent. By virtue of the Clinton/Bush medical privacy regula-
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tions, these respondents have lost the battle, although even now they and most other
people do not know it. Owing to those regulations, another part of our independence
and autonomy has slipped away.
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